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Security
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Chapter 21

http://dev.mysql.com/doc/refman/5.5/en/privilege-system.html
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Security
● Secrecy

● Integrity

● Availablity



11/14/11
CS445

Pacific University 3

Security
● Security Policy

● Security mechanism

– access rights

– privileges
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phpMyAdmin

Also: Resource Limits
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http://dev.mysql.com/doc/refman/5.5/en/grant.html
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Examples

create database PUNetID_test; 

create USER 'PUNetID'@'%' IDENTIFIED BY 'XXXXXX'; 
grant all on PUNetID_test.* to 'PUNetID'@'%';
grant all on PUNetID_AssignmentOne.* to 'PUNetID'@'%';

grant SELECT on chadd_test.* to 'PUNetID'@'%';

grant FILE on *.* to 'PUNetID'@'%';

grant TRIGGER on PUNetID_test.* to 'PUNetID'@'%';

grant PROCESS on *.* to 'PUNetID'@'%';
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Opposite of Grant...
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Other types of security
● Encryption

● SSL certificate

● Digital Signature


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9

