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Encryption 

  The art of encoding messages so they can’t be understood by 
eavesdroppers or adversaries into whose hands the 
messages might fall.  

  Decoding requires knowing the “key” that was used to 
encrypt it. 
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Security 

  On the one hand, electronic commerce requires encryption 
so that businesses and their customers can complete 
transactions in a secure manner 

  On the other hand it is important to prevent secret 
communication among outlaws 
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Question 

  How can private data, such as credit card numbers, be 
transmitted online securely? 

  Public-key cryptography! 
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History 

  Cryptography: Secret writing 

  Cipher: A method for transforming a message into an 
obscured form 

  Caesar Cipher: 
  Shift forward n letters 

  For example, shift forward 3 letters: 

  A->D, B->E, …, Z->C 

  This is a Caesar cipher using a key of 3 

  MESSAGE -> PHVVDJH 

5 



+
Caesar Cipher 

  Decode the following encoded message: 

  DEEDUSEKBTFEIIYRBOTUSETUJXYI 

  What would you do? 
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Substitution Cipher 

  The Caesar cipher is an example of a substitution cipher 

  Instead of shifting letters, you could substitute randomly 
  ABCDEFGHIJKLMNOPQRSTUVWXYZ  

  XAPZRDWIBMQEOFTYCGSHULJVKN  

  How many possible substitutions are there? 

  26 x 25 x 24 x … x 3 x 2 

  4 x 1026 different methods 

  How secure is that! 
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Breaking Substitution Ciphers 

  How can substitution ciphers be broken? 
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Vigenère Cipher 

  Created in the 19th century 

  Considered unbreakable for hundreds of years 
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Vigenère Grid 
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Vigenère Cipher 

  Plaintext: ROME IS THE GREATEST EMPIRE 

  Keyword: MATH 

  How would you use the Vigenère Grid to encode the plaintext 
message? 

  How would you decode the message? 
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Vigenère Cipher 

  If you don’t know the key, how would you decrypt the 
message? 

  What makes a good key? 

  How do you get the secret key to the receiver? 

  Vigenère Cipher was broken by Charles Babbage in the 
1800’s 
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The Key Problem 

  Keeping the key secret is of utmost priority 

  How can you secure the key in the age of the Internet? 

13 


